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1 I ntroduction

In this deliverable we supply a full description of the Milan model, one of the two main conceptual
tools that will be used in the EUFORBIA project, and which has been briefly illustrated in
Deliverable 2.

We recall here that the Milan modd will be used in the filtering component of the EUFORBIA
prototype, in parallel with direct utilisation of NKRL EUFORBIA labels. In this particular modality
of filtering, whenever a user requests a Web page the Milan module receives as input concepts
extracted from the EUFORBIA labels associated with the document and pertaining to the NKRL
hierarchy of concepts (H_CLASS). The module then verifies, with respect to the authorisation
(filtering) policies chosen by the user, whether that Web page can be displayed or not in the user’s
browser.

The remainder of this deliverable is organised as follows. Section 2 illustrates the genera
framework in which the Milan model was conceived and developed. Section 3 presents an overview
of the Milan model approach. Section 4 introduces preliminary concepts on which the Milan model
relies. Section 5 introduces the Milan authorisation model, whereas Section 6 deals with access
control. Section 7 describes the prototype system implementing the Milan model. Section 8
concludes the deliverable. Finaly, Appendix lists the symbols more frequently used in this
deliverable and reports a brief explanation of their meaning.

Formal proofs are not included in the deliverable. We refer the reader to [1].

2 The Framewor k of the Milan M odel

The Milan model is a content-based authorisation model for Digital Libraries. Digital Libraries
(DL) are systems that carry out interactions among information and knowledge producers,
librarians, and information and knowledge seekers [2]. DL’s goal is to provide the ability on a
globa scale to acquire, store, and retrieve information electronically. DL systems are typicaly a
collection of distributed, autonomous and heterogeneous sites. They deal with large amount of
multimedia information where objects may be stored on a variety of formats and media such as
disk, tape or CD-ROM and typically come from a variety of sources which may wish to control the
DL use (retrieval or modification) or to add value to the content. Users of these systems have a wide
variety of diverse background and interests and usually access the DL from remote sites.

One of the problem areas in DL is securing information. On one hand the system must be secure
against malicious use and data-corruption and must ensure the privacy of its users as well as protect
the intellectual property of the vendors and information producers. On the other hand, however, the
system should provide open access so that vendors and information producers can add/update
information and services any time. Thus, a full-fledged security model for DLs should address
authentication and security services to guarantee privacy, integrity, confidentiality, access control,
and copyright issues. In this deliverable we focus only on issues related to access control. We plan,
however, to gradually extend our security model to cover the above-mentioned aspects.

In conventional database environments access control is usually performed against a set of
authorisations stated by security administrators or users according to some security policies [8]. An
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authorisation in general is specified on the basis of three parameters, &s, o, pfi This triple specifies
that user s is authorised to exercise privilege p on object 0. Such an approach to authorisation
specification is not suitable for a DL environment due to its highly dynamic user population and its
extraordinarily large collection of objects. In this deliverable, we describe an authorisation model in
which access policies can be based on user qualifications and characteristics (for example, a user
can be given access to an R rated video only if he/she is older than 18 years) and the content of the
object or part of an object (for example, all documents containing discussions on how to operate
guns must be made available only to users who are 18 or older). The Milan model enables
enforcement of security policies in conventiona libraries, thus making the transition from paper
based libraries to their digital counterparts easier. Moreover, the Milan model is able to support
articulated access control measures. For example, in traditional libraries it is not aways possible to
give access only to a part of a book, whereas our access control model will support selective
accesses to components of DL objects.

The relevance application domain for the Milan model is the Global Legal Information Network
(GLIN), a project originally undertaken by the Law Library of Congress (LL0C). In the following,
we present an example from GLIN that demonstrates the necessity of new security features for a DL
environment.

Example 2.1 The GLIN project began in 1993 in response to its responsbility to support the
information needs of the United States Congress, the Unites States Supreme Court and the
executive agencies in the areas of foreign, international, and comparative law. The broad goa of
GLIN isto create a knowledge base of international law and to make this knowledge base available
to member countries from around the world (about 35 and growing). GLIN emerged from a long-
standing experience in manually sorting, arranging, and indexing primary sources of law to gain
controlled access to these sources. These are needed for analysis to prepare studies, reports, and
memoranda in response to questions submitted to the LLoC. GLIN represents a unique attempt to
create an environment where international transactions and interactions are based on trustworthy
information and to expanding bonds among member countries that will help fuel growth of common
markets and greater cultural ties.

In GLIN, only a certain group of users such as members of official government agencies or U.S.
Congress can gain access to certain documents. For example, the Law Library of Congress
publishes monthly a World Law Bulletin, which includes a blue page report that provides a report
about pending legidlation which is a particular topic of interest to Congress. This report should not
be public until it is open for public discussion because this could be a gold mine to lobbyists.

Moreover, based on the content of the report, only certain individuals are alowed to view or
generate this report or parts of it. For example, the report, “ Attorney’s fees and Litigation Expenses
in Selected Foreign Nations,” publishes an overview of attorneys fees legidation in fifteen
countries, which consists of fifteen parts, one for each country. In order to produce a part pertaining
to a country, it is required that an individual, such as a legal research analy<t, has the national origin
of that country.

Although all the examples in this deliverable are from a GLIN environment, similar access
policies can be found in other domains as well (for example only subscribers to a magazine are
allowed to access that magazine).

Since traditional authorisation models are not capable of specifying or enforcing such policies, in
this deliverable, we describe a content-based authorisation model suitable for a DL environment.
The Milan model allows granting of privileges based on user qualifications and characteristics
caled credentials rather than users themselves, and based on the concepts associated with objects
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rather than the objects themselves. Specifically, our authorisation model provides (1) flexible
specification of authorisations based on the qualifications and characteristics of users (including
positive and negative authorisations) rather than just on specific users, (2) access control
specification to digital library objects that is based not only on object identifiers but also on objects
content; and (3) varying granularity of authorisation objects ranging from sets of library objects to
specific portions of objects. The resulting model is therefore very flexible and powerful in terms of
the kind of protection requirements it can represent. However, the flexibility provided to the user
makes access control more complex. The main reason is that users accessing a DL are usually
global users (that is, they are not users belonging to the organisation owning the DL). Global
accesses pose a number of problems, especially when global users are required to provide their
credentials for access control purposes. Access control information that are recorded for users at the
users organisation may differ with respect to the credentials required by the access control system
of the DL. Consider for instance the case of a DL requiring the age of the user for giving access to
certain objects whereas the user’s organisation keeps the birth date of the user. In such case it is
easy to compute the required; however, more complicated situations may arise that require the
establishment of some mappings among different sites. Another related question is how does a user
(or an organisation) wishing to access a DL determine the information to supply for access control
purposes. Finally, other important issues include the use of certification and other authentication
mechanisms to ensure the authenticity of the information provided for access control purposes.

3 Overview of the Milan M odéel

Unlike traditional access control models where authorisations are specified as auser, object,
privilegefi in the Milan model authorisations are specified as acredentials, {concepts | label},
privilege, signfii

Credentials represent the characteristics and qualifications of users. We associate credentials
with each user. Such credentials are then used to determine the valid authorisations of that user
based on credential expressions.

In the Milan model, content-based access control can be supported into two different and
orthogonal ways:

1. by pre-processing the DL object using a document management mechanism (such as, for
instance, in [3]), which is capable of extracting concepts from documents and building a
conceptua hierarchy.

2. by using the labelling mechanism provided by PICS standard [5, 6].

A concept in a DL object means the abstractions or notions one expects to find in that object. In
other words, a concept is a means for concisely describing the content of a DL object. However,
concepts are not just keywords. For example, a combination of words in a document may €licit a
sorrowful reaction from a reader although they do not contain any keywords related to “sadness’.
Often, concepts in a given domain (denoted as CP) are interrelated, and therefore can be organised
into a conceptual hierarchy, which is a partial order <cp,! where concepts towards the top of the
hierarchy are more general and common to most DL objects, whereas concepts towards the bottom
of the hierarchy are more specific. Given two concepts cpi, cp, 1 CP, we say that cp; is a more
specific concept than cp, if and only if cpy <¢cp Cp2. Figure 1 depicts the hierarchy of concepts
typically encountered in GLIN. In the figure, there is an arc from concept cp; to concept cp; if cpz

! By hierarchy we mean aposet (S, <) where Sis a set and < isapartial order over S.
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<cp CP1. Thus, concepts towards the top of the hierarchy are more general and common to most DL
objects, whereas concepts towards the bottom of the hierarchy are more specific. For instance, the
concept | nports Tax can beregarded as a specialisation of the concept | nport - Export .

General GLIN Legal Document
Concepts - Country
A - Provision
- LawReference
- Amends/Repests
I
I I
Import-Export Taxation
- Product - Tax
- Action - Increase/Decrease
- Business Entity - NewTax
- Industry
I I
v I I I I
Specific Import Controls Imports Tax Tax Incentive Tax Exemption
Concepts - Control - ImportsTax - Incentive - Exemption

Figure 1: An example of conceptua hierarchy

PICS, Platform for Internet Content Selection [5, 6], establishes Internet conventions for label
formats and distribution methods. The PICS conventions have caught on quickly. In early 1996,
Microsoft, Netscape, SurfWatch and other software vendors announced PICS-compatible products.
The basic idea of PICS is that not everyone needs to block reception of the same materials. Parents
may not wish to expose their children to sexual or violent images. Businesses may want to prevent
their employees from visiting recreationa sites during hours of peak network usage. Governments
may want to restrict reception of materials that are legal in other countries but not in their own. The
“off” button (or disconnecting from the entire Net) is too crude: there should be some way to block
only the inappropriate material.

The basic idea of the PICS standard is to interpose selection software between the recipient and
the on-line documents. The software checks labels to determine whether to permit access to
particular materials. It may permit access for some users but not others, or at some times but not
others.

A content label (or rating) contains information about a document. A content label has three
parts:

1. the URL chosen by the rating service? as its unique identifier;

2. options which give additional properties of the document being rated as well as properties of the
rating itself, such as the time the document was rated,;

3. aset of attribute-value pairs that describe a document along one or more dimensions.

One or more labels may be distributed together as a list. Figure 2 illustrate the general form for a
label list.

2 A rating service is an individual, group, organisation, or company that provides content labels for information on the
Internet. The labelsit provides are based on arating system Each rating service picks a URL as its unique identifier. It
isincluded in all content labels the service produces, to identify their source. A rating system specifies the dimensions
used for labelling, the scale of allowable values on each dimension, and a description of the criteria used in assigning
values.
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(PICS- 1.1
<service-url> [option...]
| abels [option...] ratings (<category> <value> ... )
[option...] ratings (<category> <value> ... )

<service-url> [option...]
| abel s [option...] ratings (<category> <value> ... )
[option...] ratings (<category> <value> ... )

Figure 2: General form for alabd list

Content labels, as defined in the PICS standard, can be regarded as a set of pairs €ategory,
value), where category is a concept describing the content of the document; and value is a numeric
value which quantifies the “degree” of category in the related document. The set of categories is
usualy a flat domain. For example, the RSACi rating system — that is now fully integrated in the
Microsoft Explorer and the Netscape Navigator — includes four content categories : Nudity, Sex,
Language and Violence; each of them can be associated with numeric vaues, from O to 4, which
correspond to particular “degrees’ according to which this particular category is present in the
document.

The Milan model supports browsing and authoring privileges with various subtypes within each
privilege type. These privilege types subsume the conventional privileges such as read and write.
Additionally, we provide support for the specification of negative as well as positive authorisations.

Thus, our authorisation model provides both content-dependent and content-independent access
control to DL objects. Moreover, in the Milan model, authorisations can be specified on the basis of
either the user identity or user characteristics.

4 The Basic Components of the Milan M odel

In this section, we introduce the basic components on which our access control model relies. We
first characterise how DL objects are represented in the Milan model. Then, we introduce the
concept of credential. Finally, we illustrate the access privileges supported by the Milan model.

4.1 DL Objects

Each DL document, referred to as digital library object (dlo), typically contains unstructured
information of different media types (e.g., text, images, videos). We assume that each dlo is
associated with a unique object identifier (D) which is assigned by the system upon the object
creation and remains unchanged for the life of the object.
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Often different portions of the same dlo have varying protection requirements. As an example,
consider the case of an article from a journal, where its abstract could be made available to
everyone, whereas the rest of the article should be made available only upon subscription to the
journal. For this reason, we alow the dlo to be divided into slots. A dot is a piece of information
contained in a document that can be identified by a name. Like DL objects, dots are untyped in that
they may contain different types of data. For example, abstract, title, authors ad
bi bl i ogr aphy are dots that can be associated with a scientific article. Not all slots must be
identified by a name. We consider adefault unnanmed dot as the dot containing the part of the dlo
that is not included in any defined dot. If no dot of an object is identified by a name, the unnaned
dot will be the entire object.

A dlo can aso contain linksto other related dlos. The semantics of a link connecting two dlos is
that the contents of the two objects are related. For instance, a dlo representing a scientific article
may contain links to publications on the same topic. Each link is represented as a triple (ink_id,
source_id, destination_id), where link_id is the link identifier and source _id, destination_id are the
IDs of the two objects connected by the link.

In the following, we use O 1, LI, SN, CP and LB to denote a set of DL object identifiers, a set
of link identifiers, a set of ot names, a set of concepts, and a set of |abels, respectively. Moreover,
given a tuple t with component names ci, ..., ¢, we use notation ¢i(t) to denote the value of
componentc;, i=1, ..., n.

A dlo can therefore be represented as a 4-tuple (i, slots, links, {concepts| label}), where i 1 O
isthe ID of the dio; slotsT 2%V is a set of slot names identifying relevant portions within the dlo,
linksT 2%7 isaset of link identifiers, concepts 27 is the set of relevant concepts in the dlo, and
label T 2%% is a set of pairs (category, value), as defined in the RSACi rating system, where
category 1 {nudi ty,sex,| anguage, vi ol ence} andvaluel {0, ..., 4}.

The following is an example of object definition with respect to the conceptua hierarchy of
Figure 1.

Example4.1:
(O1, {Arerica, Europe}, {links, I'inks}, {Inport Controls, Inports Tax,
Taxat i on});
(Oy, {Aneri ca, Europe},{links,linky},{(l anguage,0), (vi ol ence,0)}).

The Object Base, denoted by O, is the set of al dlos. Given a dlo = (i, slots links, {concepts |
label}), we use C(dlo) to denote the set of concepts characterising dlo, and Cat(dlo) to denote the
set of label categories characterising dlo. C(dlo) is union of the sets of concepts in concepts and all
the concepts more general than those in concepts Formally, C(dlo) = conceptsu {cp | cp T CP
suchthat $ cp' T concepts with cp' < cp} . Note that the definition of C(dlo) is directly implied by
the semantics of the <¢p relationship in that, if the content of an object is described by a given
concept, then it is also described by all the (more general) concepts which precede it in the
conceptual hierarchy.

Access authorisations can be given either on specific objects (by listing their IDs) or on al the
objects containing a particular concept (or a particular combination of concepts) or on all the
objects whose labels contain a given category with a particular value. Moreover, a finer-grained
access control can be enforced by authorising users to access only specific dots and/or links within
an object.

All these possibilities are summarised by the notion of entity specification. Before formally
introducing the notion of entity specification, we need to introduce the following definition.



EUFORBIA IAP PROJECT #26505
Deliverable/8 Deliverable Reference: D8
Detailed description of the Milan model May 2001

Definition 4.1 (Conceptual Expression) The set QJEX of conceptual expressions is defined as
follows:
each element of CP is a conceptual expression;
if ce; and ce, are conceptual expressions, then (ce; A ce) and (cep VvV cey) are conceptual
expressions.

Example 4.2 The following are examples of conceptual expressions:
| mport - Export refersto objects containing the concept | mport - Export ;
| mport - Export v Tax Exenpti on refers to objects containing the concept | nport -
Export ortheconcept Tax Exenpti on;
| mport - Export A Tax Exenpti on refers to objects containing the concept | nport -
Export andtheconcept Tax Exenpti on.

Moreover, objects to which an authorisation applies can be defined by means of a label condition
expressed by means of the specification language introduced in what follows.

Definition 4.2 (Label Condition) The set LC of label conditions is defined as follows:
ifcatT {nudi ty, sex, | anguage, vi ol ence},v1 {0, ., 4} andorl {> < £ 3,1, =},
then cat opv isalabel condition;
if Ic; and Ic, are label conditions, then (Icy A Ic) and (Ic1 Vv Ic,) are label conditions.

Example 4.3 The following are examples of expressionsin £LC:
vi ol ence > 2 refersto objects where the category vi ol ence is labelled with a value greater
than 2;
vi ol ence =3 v | anguage <4 refersto objects where the category vi ol ence is labdled
with avaue equal to 3 or the category | anguage islabelled with avalue less than 4;
nudi ty 3 4 Al anguage = 3 refers to objects where the category nudi ty is labelled with a
value greater than or equal to 4 and the category | anguage islabelled with a value equa to 3.

Thus, the notion of entity specification can be defined as follows.

Definition 4.3 (Entity Specification) An entity specification has one of the following two forms:

1. {co-spec | | abel-spec}.slot-spec, where co-spec is ether a conceptua
expression in QOE X, or a set, possibly empty, of object identifiersin 27, | abel - spec isa
label condition in £LC that can also be omitted, and sl ot - spec T 2%V is a set, possibly empty,
of dot names, or

2. |ink-spec,wherel i nk-spec 1 2% isaset, possibly empty, of link identifiers.

The entity specification co- spec. sl ot - spec, denotes the dots whose names are in sl ot -
spec of the objects denoted by co- spec. If sl ot-spec = A, the specification denotes all
objects denoted by co- spec, whereasif co- spec = A, it denotes all dots whose names are in
sl ot - spec, regardless of the objects in which they appear. If co- spec ! A, the specification
denotes all the objects whose concepts satisfy co- spec.

The entity specification | abel - spec. sl ot - spec, denotes the dots whose names are in
sl ot - spec of the objects denoted by | abel - spec. If sl ot-spec = A, the specification
denotes al objects denoted by | abel - spec, whereas if | abel - spec = A, it denotes all dots
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whose names arein sl ot - spec, regardless of the objects in which they appear. If | abel - spec
1 /E, the specification denotes all the objects whose concepts satisfy | abel - spec.
Similarly, | i nk- spec denotes the links whose identifiersarein | i nk- spec.

In practice, { co- spec | | abel -spec}, sl ot-spec,l|ink-spec are omitted when they
are empty, whereas they are represented by their unique element when they are a singleton.
Moreover, given an entity specification ent - spec we use co- spec( ent - spec) to denote the
set of object identifiers or the conceptual expression in ent - spec, | abel - spec(ent - spec)
to denote the labdl condition in ent - spec, sl ot - spec(ent - spec) to denote the set of dot
namesin ent - spec, and!l i nk- spec( ent - spec) to denote the set of link identifiersin ent -
spec.

Example 4.4 The following are examples of entity specifications:
(I nport-Export Vv Tax Exenption), denotes all the objects containing the concept
| mport - Export ortheconcept Tax Exenpti on;
(I mport - Export ){l ntroducti on, Anerica} denotes dots Anerica ad
I nt roduct i on of al the objects containing the concept | npor t - Export .
(language > 3 Vv violence t 4), denotes al the objects containing the category
| anguage labelled with a value greater than 3 or the category vi ol ence labelled with a
value different from 4;
(nudity > 2){l ntroducti on, Aneri ca} denotesdots Ameri ca and | nt r oducti on
of all the objects where the category nudi t y islabelled with a value greater than 2.

Given a conceptual expression cx, Conceptscx) indicates the set of concepts appearing in cx,
whereas Obj_c(cx) denotesthe set of 1Ds of all the dlos whose associated concepts (that is, those in
C(dlo)) satisfy cx.

Similarly, given a label condition Ic, Categorieqlc) indicates the set of label categories
appearing in Ic, whereas Obj _|(Ic) denotes the set of IDs of all the dlos whose associated |abel
categories (that is, those in Cat(dlo)) satisfy Ic.

4.2 Credentials

To alow for the specification of authorisations based not only on the user identity but also on the
user characteristics, each user is associated with one or more credential. A credential is a set of user
attributes that are needed for security purposes. Credentials are assigned when a user is created and
are updated automatically according to the user's profilee To make the task of credentia
specifications easier, credentials with similar structures are grouped into credential-types.

To formalise the concepts of credentials and credential-types, we use AN to denote a set of
attribute names, 7 to denote the set of possible types of attributes in AN, and V to denote the set of
legal values for types in 7. 7 includes both basic types (such as i nt eger, real , bool ean,
character,andstri ng) and structured types, built by applying the constructors, sets, lists, and
records to basic as well as to structured types. Moreover, we denote the set of credential-type
identifiers with C7~ and the set of credential identifiers with CZ. We use U to denote a set of
account identifiers, associated with the users authorised to access the system. Credential-types are
formally defined as follows.

10
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Definition 4.4 (Credential-type) A credential-type is a pair (ct_id, attr), where ct id T C7 is the
credential-type identifier; and attr is a set containing an item for each attribute of the credential
type. attr in turn is atriple (a_name, a_dom, a_type), where a_name | AN is the attribute name
(the attribute names must be distinct), a_ dom 1 7 is the attribute domain, and a_type T {opt ,
mand} indicates whether the attribute can assume a null value (@ _type = “opt ”) or not @ type =
“mand”).

Example 4.5 The following is an example of credential-type:
(enmpl oyee, {(age,string,opt), (addr ess, stri ng, mand), (sal ary, i nt eger , opt),
(nationality,string,mand), (nati onal origin,string,mand)}).

Credentid typesin C7 are organised into a hierarchy, referred to as credential-type hierarchy,
according to a partial order <c~ Given, two credential types ct; and ct, T C7 we say that ct, is a
subcredential type (or shortly subtype) of ct; if and only if cta <¢s cti. Multiple inheritance is not
supported, that is, we do not allow a credential-type to be a subtype of more than one credential-
type. Each credential-type contains all the attributes of the credential-types preceding it in the
hierarchy. Moreover, it can contain additiona attributes, apart from the inherited ones. Given a
credential-typect T CT, A(ct) denotes the set of attributes of the credential-type instances.

Example 4.6 Consider the credential-type enpl oyee of Example 4.5 and suppose that a new
credential-type | egal research anal yst, subtype of enpl oyee, is created with an
additional attribute pr oj ect. Thus, A(l egal research anal yst) = A(enpl oyee) U
{proj ect} ={age, address, sal ary, proj ect, nationality, nati onal origin},
sncel egal research anal yst inheritsall the attributes of the credential-type enpl oyee.

An example of credential-type hierarchy is reported in Figure 3. In the figure, there is an arc
from a credential-type ct; to a credential-type ct; if cty <¢rCt.

[ employee |
|
| |

| LLoC employee | | NML Employee |

Legal Research
Directorate Analyst

|
L —
European Division Eastern Division
Employee Employee
|
Legal Research
Anayst

Figure 3: An example of credential-type hierarchy

11
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Note that the existence of a common root of the entire credentia-type hierarchy is not assumed.
This means that the Security Administrator can structure the credential-type hierarchy into multiple
direct trees with a distinguished root. Roots are classes without superclasses. However, we assume
the existence of a built-in credential-type, denoted T¢r, such that ¢t <¢c7- Ter, for dl ct T ¢\
{Tcs}. This predicate, which is automatically inserted by the system upon the creation of the
credential type hierarchy, is used in the evaluation of authorisations not tagged to a specific
credential-type, like for instance an authorisation for al the users older than 18.

A credential is an instance of a credential-type ct and is in turn a member of all credential-types
ct', such that ct <¢s-ct'. (Here, we use the terminology adopted by object-oriented data models). A
credential can be formally defined as follows.

Definition 4.5 (Credential) A credentid c is a 4-tuple (c_id, user_id, state, ct_id), where c_id 1
CT isthe credential identifier; user_id T U is the identifier of the user with whom the credential is
associated; state= (ay : Vi, ..., @ : V), Whereay, ..., a, 1 A(ct_id) are the names of the attributes of
C, V1, ...,Vn | V aretheir vaues, and ct_id T C7 is the identifier of the credential-type of which ¢
IS an instance.

The Credential Base, denoted C8, is the set of credentials associated with users in the system.
Given auser u, ct(u) denotes the set of credential types characterising user u. This set is composed
by the credential types of which the credentials associated with u are either members or instances.
Formally, let ct' = {ct | $ (c_id, u, state, ct') I CBsuchthat u=u'and ct = ct'}. Then, ct(u) = CT' U
{ct|ctT CTand$ct'T CT withct' <¢rct}.

Example 4.7 The following are examples of credentials:

(c1, Bob, (age: nul | ,addr ess: Queen Street,sal ary: 2,000,nationality:US,
national origin:ltaly), enpl oyee);

(c2, Ann, (age: 29,address: Broad Street,sal ary:nul |, project: P125,
nationality: US, national origin:US),|legal research analyst).

In the Milan model, authorisations can be given explicitly to users, by specifying their
identifiers, or implicitly by imposing a set of conditions that the credentia must satisfy. For
instance, it is possible to specify that a particular object is accessible only to users whose age is
greater than 18, or only to the legal research analysts working on a particular project. Conditions on
credentials are expressed by means of the specification language we present in the next subsection.

4.2.1 TheCredential Constraint Specification Language

The language the Milan model provides to express constraints on credentials consists of the
following components:
aset of variables Vary, ranging over the set U of user identifiers;
aset of predicate symbols Pred of arity one, with type Vary. For each credentia-type ct T CT;, a
corresponding predicate symbol ct() is defined in Pred. Intuitively, predicates in Pred are used
to capture the associations of users with credential types.

Expressions that can be specified in our language, referred in the following as credential
expressions, are formally defined as follows.
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Definition 4.6 (Credentlal Expression) The set CE of credential expressions is defined as follows:
if X1 Vary, pI Pred, then p(X) is a credential expron
if XT Vary,al AN, vl V,andorl {=1,>,<,3,£1, ,¢,1,E E, E, 7,2}, then Xa
OPV isacredentia expression;®
if ce; and ce, are credential expressions, then €e; A ce) and (cey Vv cey) are credential
expressions.

If a credential expression does not contain any credential-type, then its variables are implicitly
bound to T¢r, that is, to the most general credential-type. Given a credentia expression ce,
C_types(ce) denotes the set of credential typesin ce. If ce does not contain any credentia type, then

C_types(ce) = {Tcr}-

Example 4.8 The following are examples of credential expressionsin ce:
| egal research anal yst (X): intuitively this expression denotes the users that have a
credential of typel egal research anal yst associated with them.
(X.pr oj ect 1 p;): this expression denotes the users not involved in project p1.
(enpl oyee(X) A X.age >18): this expression denotes the employees whose age is greater
than 18;
(Eastern division enployee(X) v NLM enpl oyee(X)): this expression denotes the
users with a credential of type East er n di vi si on enpl oyee or NLM enpl oyee.

4.2.2 Credential Spedfication

The users to which an authorisation applies can thus be identified by means of a credential
specification, defined as follows.

Definition 4.7 (Credential Specification) A credential specification is either a set of user
identifiersin 2, or a credential expression in C&.

Each credentia specification denotes a set, possibly empty, of users. For access control purpose,
it is aso important to identify the set of users that do not satisfy a given credential specification
because of null values in their credentials. For instance, let ce = X.sal ary > 2, 000. Suppose
there exist two users u; and u, such that the value of attribute sal ar y inu;’s credentia is 1, 000,
whereas the value of attribute sal ary inuy’scredential isnull. Thus, both u; and u, do not belong
to the set of usersidentified by ce even if the value of u,’s salary could be greater than 2, 000. To
keep track of these users, we introduce two functions, Denotes and Undef that, given a credential
expression ce, return respectively the set of users identified by ce and the set of users that do not
satisfy ce because of null values in their credentials. Table 1 lists, for each different type of
credential expression that can be formulated in our language, the value that functions Denotes and
Undef assume. With reference to the table, ce; and ce, are dementsin C8, p1 Pred, X1 Vary, al
AN, 0Pl {=1,> <3 £ 1, ¢, 1,E E E,»p,2}, v 1 V, a(v) denotes the value of an
attribute a.

% Note that, the operators which can be used in an expression of the form X.a Op v are actually a subset of the ones listed
above, since they depend on the type of the attribute X.a. We assume that there is some mechanism in place that verify
that only the meaningful operators are used.
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Credential Expression | Denotes() undef()
p(X) {u | (c.id, user_id, state, ct_id) I CB|A&
user id =uand(ct id =p orct id <cr p)}
X.aoPV' {u | (cid, user_id, state, ct_id) T C8B|{u|(c_id,user_id, state, ct id)T C8B
user id =u,al A(ctid),a(v) opv' holds} |user id = u, a | A(ctid), a(v) =
null}
ce N Ce Denotes(ce;)Denotes(ce,) Undef(ce) U Undef(ce,)
ce Vee Denotes(ce;)Denotes(ce)) Undef(ce)) N Undef(ce,)
@ ce, U \ Denotes(ce;) Undef(ce,)

Table 1. Functions Denotes() and Undef()

Note that, according to the conditions listed in Table 1, the expression p(X), where p T Pred,
denotes the users that have an associated credential whose type is either p or a subtype of p. For
instance, with reference to Figure 3, the expression (Eur opean di vi si on enpl oyee(X) A
X.age > 18), denotes al the users whose security type is either Eur opean di vi sion
enpl oyee orl egal research anal yst andwhoseage isgreater than 18.

Example4.9LetCB={c1, c2} ,wherecs, c, are the credentials in Example 4.7. Let U = { Ann,
Bob} . Denotes(enpl oyee(X)) = {Bob, Ann}; Denotes(X.age > 18) = {Ann};
Denotes((enpl oyee(X) A salary 3 2,000)) = {Bob}; Undef(enpl oyee(X)) = A&
Undef(X.age > 18) ={ Bob} ; Undef((enpl oyee(X) Asal ary 3 2, 000)) ={ Ann}.

4.3  Privileges

The set P of privileges supported by the Milan model is divided into two groups:. browsing
privileges and authoring privileges

Browsing privileges allow users to see the information in an object (or in some of its slots)
and/or to see the existence of a link in an object. Therefore, three different types of browsing
privileges are supported: vi ew, | i nk and vi ew-al | . The vi ew privilege allows a user to see
the information in an object or in some of itsdots. The | i nk privilege authorises a user to see the
existence of a specific link or of al the links in a given object. Clearly, for al i nk authorisation to
be applicable, the user needs to be authorised to access the object source of the link, that is, the user
must hold avi ew authorisation on the object. Finally, the vi ew al | privilege subsumes both the
| i nk and the vi ew privilege, since it alows users to see the information in an object and all the
links it contains. Thus, thevi ew- al | privilege on an object is equivalent to thevi ew privilege on
the object and thel i nk privilege on al the links contained in the object.

Note that we have chosen to distinguish between | i nk and vi ew privileges because such
difference makes it possible to grant users access to the information in an object (or in some of its
dots) without disclosing the relationships of this object to other objects. For example, to facilitate
blind reviewing of research papers, the reviewers should be given access to the papers without
revealing possible links to publications by the same author(s) of the paper being reviewed.

Authoring privileges allow users to modify the content of an object or create a link. We
distinguish among the following authoring privileges. r ef er , to include a link in an object or in a
dot, append, to write information in an object (or in some of its dots) without deleting any pre-
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existing information,* updat e, to modify the content of an object (or of some of its slots) and to
include links in the object. Thus, the updat e privilege subsumes both ther ef er andtheappend
privilege. Moreover, we assume that if a user has the updat e privilege on an object, then he/she
can aso delete the object. Note that a user holding the r ef er or the updat e privilege on an
object can specify links from the object to any other object. No authorisation is needed on an object
to specify links with that object as destination of the link. Elements of P are therefore related in that
some privileges are subsumed by others (for instance, vi ewand | i nk are subsumed by vi ew
al |). For this reason, also the set of privileges P is organised into a hierarchy, called privilege
hierarchy, by means of a partial order <p. We say that a privilege p; isa sub-privilege of privilege pi
if and only if therelation p; <p pj holds. This means that privilege p; is subsumed by privilege pi.
Table 2 summarises the privileges supported by the Milan model and their interactions.

Type Privilege M eaning
Browsng |vi ew to see the information in an object (or in some of its dots). Links are not
displayed
l'i nk to see the existence of links
vi ew al | to see the information in an object and all the links it contains. It is equivalent
to the vi ew privilege on the object and the | i nk privilege on al the object
links
Authoring |[refer to include alink in an object (or in some of its dots)
append to write information in an abject (or in some of its
dots) without deleting any pre-existing information
updat e to modify (or delete) the content of an object.
It subsumes both ther ef er _and the append privilege.

Table 2: Authorisation privileges and their semantics

5 The Milan Authorisation M odel

In this section we illustrate the basic components of the Milan authorisation model. We first
illustrate how authorisations can be specified in the Milan model, then we discuss how to deal with
authorisation conflicts.

51 Access Authorisations

In the Milan model both positive and negative authorisations can be specified. Positive
authorisations indicate access permissions, whereas negative authorisations indicate access denials.
Authorisations apply to concepts, objects, dlots within objects, as well as to links. Access
authorisations are formally defined as follows.

* Theappend privilege can be used to authorise users to annotate a given object, without modifying its content.
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Definition 5.1 (Authorisation) An authorisation is a 4-tuple (cr d- spec, ent - spec, priv,
si gn) wherecr d- spec isacredentia specification denoting the users to whom the authorisation
is granted, ent - spec is an entity specification denoting the contents, objects, and/or the slots or
links to which the authorisation refers, pri v T P is the privilege for which the authorisation is
granted, and si gn 1 {+, -} indicates whether the authorisation is positive (+) or negative (- ).

Tuple(crd-spec,ent - spec,pri v, +) statesthat the users denoted by cr d- spec have been
granted the privilege pri v on the objects and/or slots or links denoted by ent - spec. Tuple
(crd-spec, ent-spec, priv, -) dates that the users denoted by cr d- spec have been
forbidden privilege pr i v on the objects (dots or links) denoted by ent - spec. Sincethe vi ew
al | privilege allows one to see al information in an object, authorisations with pri v = vi ew
al | have necessarily ent - spec of the form {co-spec | | abel -spec}. slot-spec,
with sl ot - spec = A (cf. Definition 4.3). Moreover, authorisations with pri v = vi ew have
necessarily ent - spec of theform { co-spec | | abel -spec}. sl ot-spec, with sl ot -
spec possibly empty, whereas authorisations with pri v =1i nk have ent - spec of the form
{co-spec | |abel-spec}.slot-spec with sl ot-spec = A, or of the form | i nk-
spec. Finaly, authorisations for an authoring privilege have ent - spec of theform { co- spec
| | abel -spec}. slot-spec,withsl ot - spec possibly empty. All the above conditions are
summarised by Table 3.

Privilege Entity Specification

vi ew al | {co-spec | |abel -spec}. sl ot-specwithsl| ot -spec =/

Vi ew {co-spec | | abel -spec}. sl ot-spec

i nk {co-spec | | abel -spec}. sl ot-specwithsl ot-spec =Aorlink-spec
authoring |{co-spec | |abel -spec}. sl ot-spec

Table 3: Authorisation privileges and entity specifications

Example 5.1 The following are examples of authorisations:

- A1 =(LLCC enpl oyee(X), Wrld Law Bull etin.Bl ue page report,viewall,
- ) prevents al the users with an associated credentia of type LLOC enpl oyee from seeing
theinformation inthe Bl ue page report oftheWorl d Law Bul | eti n;

A = (NML enpl oyee(X) v legal research directorate enployee(X)),
(Imports Tax v Tax Incentive), view, +) authorises users with an associated
credential of type NML enpl oyee or | egal research directorate enpl oyee to
see the information in all the objects containing the concept | nports Tax or the concept
Tax | ncenti ve, but not the links contained in such objects;

Az =(NML enpl oyee(X), | mport Control s,link,-)prevents NML enpl oyees from
seeing links in objects containing the concept | nport Control s;

As = (legal research analyst(X) A Xnational origin = |Italy),
Attorney's fees and Litigation Expenses in Selected Foreign
Nations.Italian part, update, +) authorises al the legal research analysts whose
country of origin is Itay to modify the part pertaining to Italy of the report Att orney's
fees and Litigation Expenses in Sel ected Foreign Nations.
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As = (LLOC enpl oyee(X), (nudity > 2), {l ntroducti on, Anerica},viewall, -)
prevents all the users with an associated credentia of type LLOC enpl oyee from seeing the
information contained in dots | ntroducti on and Ameri ca of the objects where the
category nudi t y islabelled with a value greater than 2;

As=((NML enpl oyee(X) vl egal research directorate enpl oyee(X)), (sex 3
2),Vvi ew, +) authorises all the users with an associated credential of type NML enpl oyee or
| egal research directorate enpl oyee to seethe information contained in al the
objects where the category sex islabelled with a value greater than or equa to 2;

Az =(NM. enpl oyee(X), (vi ol ence =3), | i nk, -) authorises all users with an associated
credential of type NML enpl oyee to see the information contained in al the objects where the
category vi ol ence islabelled with avaue equa to 3;

As = ((legal research analyst(X) A Xnational origin = Iltaly),
( anguage > 2), updat e, +) authorises al the users with an associated credential of type
| egal research anal yst and whose country of origin is Italy to modify the information
contained in all the objects where the category | anguage is labelled with a value greater than
2,

In the following, the term Authorisation Base (AB) is used to denote a set of authorisations.
Moreover, given an authorisation A = (cr d- spec, ent - spec, pri v, si gn) we denote with
crd-spec(A),ent-spec(A),priv(A),andsi gn(A) the credential specification, the entity
specification, the privilege, and the sign of A, respectively.

According to Definition 5.1, a single authorisation may be used to authorise a set of users to
exercise the same privilege on the same objects, dots or links. These users can be explicitly
specified, by listing their identifiers, or implicitly denoted by means of a credential expression. In
order to enforce access control, it is necessary to identify, given an authorisation, the set of users to
which it applies. A critical issue is represented by the possible presence of null values in the
credentials associated with users. Indeed, suppose that the credential expression | egal
resear ch anal yst (X) A X.age > 18, identifying al the users with an associated credential of
typel egal research anal yst and whose ageis greater than 18, appears in an authorisation
A. Consider a user u, with an associated credential of type | egal research anal yst, such
that no value is specified for attribute age in hisher credential. The problem arises in determining
whether authorisation A applies to user u, since we have no information on his’her age. In the Milan
model we take the most conservative approach: if A is positive, then A does not apply to user u; by
contrast if A is negative then it holds for user u also.

These concepts are formalised by the notion of denoted users which is the set of users to which
an authorisation applies. This set is defined by using functions Denotes() and Undef(), introduced in
subsection 4.2.2.

Definition 5.2 (Denoted Users) Let A be an authorisation. The set of users to which A applies,
denoted as U, is defined as follows:
if crd-spec(A) 1 2Y,thenUa=crd-spec(A);
if crd- spec(A) T C&, then:
— ifsign(A) =‘+,then Ua = Denotes(cr d- spec(A));
— ifsign(A) ='-",then Ua = Denotes(cr d- spec( A) ) U Undef(cr d- spec(A)).

Example 5.2 Consider the authorisations of Example 5.1. Let CB = {c1, c»}, where c1, ¢, aethe
credentials of Example 4.7. Uas ={ Ann} ,Up ={ Ann} ,Uss=Um =A&
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Similarly, we denote with denoted objects the set of IDs of objects to which an authorisation
applies. This set is formally defined as follows.

Definition 5.3 (Denoted Objects) Let A be an authorisation. The set of 1Ds of objects to which A
aoplles denoted as Op, is defined as follows:
if co- spec(ent-spec(A)) T 2°7, then Oa=co- spec(ent-spec(A));
if co- spec(ent -spec(A)) isaconceptua expression, then Oa = Obj_c(co- spec( ent -
spec(A)));
if | abel -spec(ent-spec(A)) is a labd condition, then Oxn = Obj_I(l abel -
spec(ent-spec(A)));
if {co-spec(ent-spec(A)) | |abel-spec(ent-spec(A))} =4 then:
1. ifsl ot-spec(ent-spec(A) ) A then Ox = {i'| (i, slots links, {concepts| label}) 1
OB,i=1"and slotsn sl ot - spec(ent - spec(A))?* A};
2. iflink-spec(ent-spec)? A& then Op={i'| (i, slots links, {concepts|label}) T OB,
i=i"andlinksn| i nk- spec(ent - spec(A))?! A}.

Example 5.3 Consider objects O; and O, of Example 4.1 and suppose an authorisation A; such that
ent - spec(A) = {l nport-Export} and an authorisation A, such that ent - spec( Ay =
{viol ence £ 2}.SnceC(Oy) ={l nport Control s, | nports Tax, Taxati on, | nport -
Export, GLIN Legal Docunent} and Cat(l abel -spec(ent-spec(Ay))) =
{vi ol ence},then O;T Oarand O T Opo.

5.2 Authorisation Propagation and Conflict Resolution

The fact that concepts, credential types, and privileges are hierarchically structured impacts the
authorisations a user possesses, in that authorisations (both positive and negative) propagate aong
these hierarchies according to a set of pre-defined rules. As an example, suppose that a negative
authorisation is given to al users with an associated credential of type enpl oyee and whose age is
greater than 18. Then, it is reasonable to assume that this denia propagates to al the | egal
resear ch anal yst olderthan 18, since the credential type | egal research anal yst is
a specidisation of enpl oyee. Therefore, in the Milan model, an authorisation given to all the
users with a credentia of a given type propagates to all the users whose credential is of a subtype of
the credential-type which appears in the authorisation.

Similarly, authorisations propagate along the conceptual hierarchy, in that an authorisation given
on the objects containing a given concept ¢ implies an analogous authorisation on all objects
containing a concept more specific than c. For instance, if a user has an authorisation to access all
objects related to the concept Taxat i on, then he/she can aso access al the objects related to the
concept Tax Exenpti on.

Finally, an authorisation for a privilege p implies an analogous authorisation for al the privileges
subsumed by p, that is, for all the privileges p' such that p' <p p.

Example 5.4 Consider the authorisations of Example 5.1 and the credential-type hierarchy of
Figure 3. Authorisation A; implies an analogous authorisation for al the users with a credentia of
typel egal research directorate enpl oyee, European division enpl oyee,
eastern divisionenpl oyee andl egal research anal yst.

Note that authorisation propagation is very useful since it is a means to concisely express a set of
related authorisations. However, the Milan model alows one to specify exceptions with respect to
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how authorisations propagate along the hierarchies by issuing proper negative authorisations.

Although negative authorisations greatly augment the expressive power of the model, they have the

drawback of introducing potential conflicts since a user may simultaneously hold both a negative

and a positive authorisation for the same privilege on the same object, slot or link. However, we do

not consider the simultaneous presence of conflicting authorisations as an inconsistency, rather we

define a conflict resolution policy to deal with conflicting authorisations. Our conflict resolution

policy keeps into account the conceptual, credential type, and privilege hierarchy, and is based on

the concept of most specific authorisation (first introduced in [4]). The idea is that authorisations

specified on lower level elements of the hierarchies prevail over authorisations specified on upper

level elements. Moreover, since the Milan model supports more than one hierarchy, our conflict

resolution policy establishes a priority order among the hierarchies, used when dealing with

conflicting authorisations. More precisely, our conflict resolution policy is based on the following

principles:

1. authorisations explicitly given to users (that is, authorisations in which the user identifiers
explicitly appear) have the highest priority;

2. in al the other cases, the most specific authorisations, with respect to the credential type
hierarchy, are considered as prevailing;

3. otherwise, the most specific authorisations, with respect to the conceptual hierarchy, are
considered as prevailing;

4. when conflicts are not solved by the above rules, we consider the privilege hierarchy in that the
authorisations specified for the most specific privileges are considered as prevailing.

5. finally, when conflicts are not solved by the principles above, negative authorisations take
precedence.

Example 5.5 Consider the credential-type hierarchy in Figure 3, the conceptual hierarchy in Figure
1 and the authorisations of Example 5.1:
A, prevailsover (enpl oyee(X), (I nports Tax v Tax Incentive), view, -) gnce
NML enpl oyee(X) <cr-enpl oyee,and| egal research directorate enpl oyee
<cr enpl oyee;
A; prevailsover (LLOC enpl oyee(X), Wrld Law Bull eti n.Bl ue page report,
view al | ,+), in that the two authorisations differ only for the sign. In such case the most
conservative approach is taken and thus we consider the negative authorisation as prevailing
(see point 5. above);
A, prevailsover (NML enpl oyee, | nport - Export v Taxati on, vi ew,-), snce Tax
I ncentive <¢p Taxati onandl nmports Tax <¢pl Nport - Export.
As prevails over (enpl oyee(X), Gex 3 2), view, -) dnce NM. enpl oyee(X) <¢r
enpl oyee,and| egal research directorate enpl oyee <¢r enpl oyee;
As prevails over (LLOC enpl oyee(X), qudity > 2), {I ntroducti on, Areri ca},
vi ew-al | ,+), in that the two authorisations differ only for the sign. In such case the most
conservative approach is taken and thus we consider the negative authorisation as prevailing
(see point 5. above);

Our conflict resolution policy is formalised by the concept of stronger authorisations. Consider
two authorisations A; and A2 and aprivilegep such that pri v(A) =porp <p priv(A),i=12.
Suppose there exists a user u and an object dlo suchthat uT Ua; N Ux and i(dlo) T Oaz m On2.
Intuitively, Az is stronger than A, wrt u and dlo, if whenever u requires to exercise privilege p on
object dlo, authorisation A; prevails over authorisation Ay, according to our conflict resolution
policy.
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Before formally defining the notion of stronger authorisation we need to introduce some
preliminary definitions.

Definition 5.4 (Stronger Credential Specification) Let u be a user. Let A; and A be two
authorisations such that u T Ua; N Uaz.cr d- spec( A isstronger than cr d- spec( Ay wrt user
u, written cr d- spec( Ay >,crd-spec(A), iff one of the following conditions holds: i) cr d-
spec(A) T 2Yand crd-spec(A) 1 C&;ii) crd-spec(Ai), crd-spec(Ay) 1 ¢&€and "
cto 1 C types(crd-spec(Ay) ) NCT(u) $cty T C types(cr d- spec( Ay ) N CT(u) such that ct;
<C7'Ct2.

Example 5.6 Let u be a user with a credential of type LLOC enpl oyee and with age greater than
18. Thus, according to the credential-type hierarchy in Figure 3, CT(u) ={ LLOC enpl oyee,
enpl oyee, Ter} . Hence:

LLOC enpl oyee(X) >, (enpl oyee(X) A Xage > 18);

LLOC enpl oyee(X) >, X.age >18;

{u1, u} >, LLOC enpl oyee(X).

Definition 5.5 (Stronger Entity Specification) Let dlo be an object. Let A; and A, be two
authorisations such that i(dlo) T Oa1 N Oa. ent - spec( Ay is stronger than ent - spec( A) wrt
object dlo, written ent - spec( A1) >go ent - spec(A), iff one of the following conditions
holds:

1. co-spec(ent-spec(A)) 1T 297, co-spec(ent-spec(Ay)) T 2°7, ent-spec(A)
and ent - spec( Ay ae of the form ent - spec. sl ot -spec and sl ot - spec(ent -
spec( A1) ' A whereassl ot - spec(ent - spec(A)) =4

2. co-spec(ent-spec(A)) T 2°7 and co-spec(ent-spec(Ay)) is a conceptua
expression,

3. co- spec(ent spec(A)) and co-spec(ent-spec(Ay)) ae conceptual expressions
and " cp, 1 Conceptsco- spec(ent-spec(Ay))) n Cdo) $ cps T Conceptyco-
spec(ent-spec(A)) )N C(do) such that cps <¢e CP2;

4. co-spec(ent-spec(A)) and co-spec(ent-spec(Ay)) are conceptual expressions
such that the condition in point 3) does not hold, and sl ot - spec(ent-spec(A)) ! A
whereass| ot - spec(ent -spec(A)) =/&

5. ent-spec(A) isof theform | i nk-spec, whereas ent - spec( Ay) isof the form co-
spec.sl ot - spec,withsl ot - spec = /A&

Example 5.7 Consider the conceptua hierarchy of Figure 1. Let dlo be an object, and let es; =
(Tax Exenption v Inport-Export) andes, =(Taxationv Inport Controls) be
two entity specifications.
If conceptqdlo) = {Tax Exenpti on}, then C(dlo) = {Tax Exenpti on, Taxati on,
GLIN Legal Docunent}, Conceptdes;) = {Tax Exenption, |nport-Export},
Conceptyes;) = {Taxation, Inport Controls}. Thus es >go €%, Snce Tax
Exenpti on <¢cp Taxat i on;
if conceptqdio) = {Taxati on, I nport Control s}, then C(dlo) = {Taxati on, GLI N
Legal Docunent,lnport Controls,|nport-Export},andthuses; >y, €si;
if conceptgdlo) = {Tax Exenption, Inport Controls}, then C(dlo) = {Tax
Exenption, Taxation, GLIN Legal Docunent, Inport Controls, Inport-
Export}, and thuses; and es; are incomparable wrt >gjo.
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We are now ready to introduce the notion of stronger authorisation.

Definition 5.6 (Stronger Authorisation) Let u be auser, and let dlo be an object. Let A1, Az be two

authorisations such that u T Ua; N Uaz and i(dlo) T Oa1 N Oao. Authorisation A; is stronger than

authorisation Az wrt u and dlo, written A; >,40 Ap, iff one of the following conditions holds:

1. crd-spec(A) > crd-spec(Ay;

2. crd-spec(A) and crd-spec(Ay ae incomparable wrt the >, relation, and ent -
spec( A >4o ent-spec(Ay);

3. crd-spec(A) andcrd-spec(Ay areincomparable wrt the >, relation, ent - spec( Au)
andent - spec( Az) areincomparable wrt the >y, relation, andpri v( A) <ppri v(Ap) ;

4. crd-spec(A) andcrd-spec(Ay areincomparable wrt the >, relation, ent - spec( A
and ent - spec( Ay) are incomparable wrt the >, relation, pri v(A) and priv(A) are
incomparable wrt the <p relation, and si gn( A =*-’, whereassi gn( Ay ="+

We can finally introduce the notion of valid authorisations, that is, the strongest authorisations in
AB. We distinguish between authorisations valid for adlot or alink.

Definition 5.7 (Valid Slot Authorisation) Let u be user and let dlo be an object. Let s be a slot of
dlio. Let AB be an authorisation base and let A be an authorisation in AB such that pri v(A) 1
| i nk and either sl ot - spec(ent-spec(A)) =/AFor si slot-spec(ent-spec(A)).
Authorisation A is valid for user uwrt slot s of object dlo if and only if no authorisation A' 1 AB
exists such that si gn(A) * sign(A), priv(A) * link, A >4 A, and ether sl ot -
spec(ent-spec(A)) =/&orsi slot-spec(ent-spec(A)).

Definition 5.8 (Valid Link Authorisation) Let u be a user and let dlo be an object. Let | be alink
of dlo. Let AB be an authorisation base and let A be an authorisation in AB such that pri v(A) !

vi ew and either ent - spec( A) isof theform {co-spec | | abel -spec}. sl ot-spec
with sl ot - spec = A&, or ent - spec(A) isof theform | i nk- spec with I T |i nk- spec.
Authorisation A is valid for user u wrt link | of object dlo if and only if no authorisation A' 1T AB
existssuch that pri v(A) * view,sign(A) ! sign(A),A >4 A andeither ent - spec( A)

isof theform co- spec. sl ot - spec,with sl ot - spec =4, or ent - spec(A’) isof the form
| i nk-spec,withl 1 |ink-spec.

6 TheMilan Mode Access Control

Once a user submits an access request along with the appropriate information, that request must be
evaluated against the authorisations stored in the server AB. Suppose that a user u wishes to
exercise privilege p on objects dlo. At the server site, his’her access request can be represented as a
triple (u,dlo,p), where u is the user requesting the access, dloT OB is the object to which u requires
the access, and p is the privilege that user u wishes to exercise on dlo. In the Milan model, one can
authorise a user to exercise a privilege on a whole object or only selected portions (i.e., slots) and/or
particular links within the object. This means that an access request can be partially authorised.

Given an authorisation base AB and an access request (u, dlo, p), we first need to identify the
subset of the authorisations in AB that must be evaluated in order to decide whether the access
request can be authorised. This subset is formally identified by means of the notion of authorisation
base projection, defined as follows.
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Definition 6.1 (Authorisation Base Projection) Let (u,dlo,p) be an access request and let AB be
an authorisation base. The projection of AB wrt (u,dlo,p), denoted Ow.do p)(ﬂB) is the subset of
ABsuchthat: " AT AB, AT Owdop) iff uT Ua, i(dlo) T Oa and priv(A) =por p<p
priv(A) .

Thus, upon an access request the user is given a view of the object that contains only those slots
and links for which he/she has a valid positive authorisation. In the case of totally authorised
requests, the view is equa to the whole object. The notion of object view is formally defined as
follows.

Definition 6.2 (Object View) Let (u,dlo,p) be an access request. The view of user u on object dlo
wrt privilege p (denoted as V,P(dl0)) is the union of aset S¢ sl ot s(dl 0) of dotsand aset L |
[ nks(dl 0) of links such that:
" sl slots(dlo),sl Siff thereexistsin O (a0 @ positive authorisation A valid for user u
wrt dot s of object dlo;
"IT l'inks(dl 0),IT Liff there existsin O, di0p) apositive authorisation A valid for user u
wrt link | of object dlo.

An agorithm enforcing access control is reported in Figure 4. Algorithm 6.1 receives as input an
access request (u,dlo,p) and an Authorisation Base; it returns REJECT, if the access request cannot be
authorised, it returns the view of user u on object dlo wrt privilege p, otherwise. Suppose that user u
requires to access object dlo under privilege p. The algorithm makes use of two arrays, namely
Curr_slotsand Curr_links Supposethat s, ..., S, arethe dotsin dlo, whereas |y, ..., I, are the links
indlo. Curr_slotsand Curr_links are incrementally updated and, the end of the algorithm, the i-th
element of Curr_glots(Curr_links) isequal to ‘+" iff user u is authorised to access dot s (link ;) of
object dlo under privilege p. First, the agorithm computes (step 1) the projection of the
authorisation base wrt the access request. If the projection is empty, the access is denied. Otherwise,
in step 3 the authorisations in Odop)(AB) with the strongest credential specifications are
considered. From these authorisations the strongest ones are selected. Procedure Find-strong-auth
receives as input the set of authorisations in O dop)(AB) with the strongest credential
specifications (these authorisations are contained into set Act_Auth), the object on which the access
request is performed and the arrays Curr_slots and Curr_links computed till that point in the
computation. For each dlot 5 (resp. link |;) of object dlo, procedure Find_strong_auth determines if
there exists in Act_Auth a positive valid authorisation for user u wrt dot s (resp. link |;) of object
dlo. If such authorisation exists, then Curr_slotqi] (resp. Curr_linkdi]) is set equal to ‘+’. Then, the
authorisation in Act_Auth are removed from Oy dio,p)(AB), and the process is iteratively repeated
until al the authorisations in O(u,ouo,p)(ﬂB) have been considered. At the end of the algorithm,
VP(dlo) is constructed from Curr_slotsand Curr_links

22



EUFORBIA IAP PROJECT #26505
Deliverable/8 Deliverable Reference: D8
Detailed description of the Milan model May 2001

Algorithm 6.1 Access Control Algorithm

INPUT: 1) An access request (u,dlo,p) 2) The authorisation base AB
OUTPUT: 1) V,°dlo), if V,°(dlo)* A&  2) REECT, otherwise
METHOD:

1. Compute 0 (u’d|0,p)(ﬂ8)
2. Curr_dots, Curr_linksand V,*(dlo) are initialized to be empty
3. 1f Odop) (AB) L A
Repeat
Act_ Auth = {A| AT O uaop(AB), and AAT O gop(AB) such that cr d- spec(A’) >,
crd-spec(A)}
If Act_Auth ! A Find-strong-auth(Act_Auth,dlo,Curr_dots,Curr_link9
Remove Act_Auth from O , giop)(AB)
until o(u,dm,p) (AB) 1 E
For each i such that Curr_dlotgi] =‘+': Add s to V,"(dlo)
For each i such that Curr_linkgi] =‘+': Add |; to V,°(dlo)
If V,’(dlo) * & return V,°(dlo)
else: return REJECT
else: return REJECT

Figure 4: Access Control Algorithm

The correctness of Algorithm 6.1 is stated by the following theorem.

Theorem 6.1 Algorithm 6.1 terminates. Moreover, given an access request (,dlo,p) it returns
VP(dlo) iff V,P(dlo) t A it returns REJECT, otherwise.®

Example 6.1 Suppose that AB = {A1, Az, As, As}, Where Ay, ..., A4 are the authorisations of
Example 5.1. Let Tombe a NML Enpl oyee and let dl 01 be an object containing the concepts
I mport Controlsandlnports Tax. Suppose that Tomissues the following access request
(Tom dl o3, vi ew al | ). By authorisations A; and Az, Tomis alowed to see al the information in
dl o1, except for the links that dl o; eventually contains. Now suppose that the access request
(Hel en,Worl d Law Bul |l etin,vi ew al | ) issubmitted to the system, where user Hel en is
a LLOC enpl oyee. By authorisation A;, Hel en is returned a view of the Worl d Law
Bul | et i n which does not containthe Bl ue page report.

® See[1] for the proof.
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7 The Architecture of the Milan M odd

We have implemented a prototype system for the Milan model. The prototype system has been
developed on top of the Oracle 8.03 DBMS, using Delphi 3 client/server, and implements al the
functions of the Milan model.

Milan Model |mplementation

P DlosLabels

Novel do

(udo)

Access Control
Module

| > vu(oB)

\ 4

Dlos Concepts
Document —_—
Classification Module

Conceptual
Hierarchy

N

Credentia Type
Hierarchy

Authorisation
Base

User
Credentials

Figure 5: The Milan modd architecture

The core of the system is the Access Control Module, which is in charge of performing access
control to the DL objects with respect to the specified policies and the credentials associated with
the user requesting the access. When a new document is acquired by the DL, if PICS labels are
associated with it, they are stored into the system and used to perform access control. By contrast, if
no labels are associated with the document, it is processed by the Document Classification Module,
which @) extracts the concepts from the objects, b) builds a hierarchy of concepts and then c)
classifies new documents into one or more concept-classes

The Milan model allows the Security Officer (SO) to easily perform administrative operations
such as the insertion and deletion of an authorisation, or to fill in the credential of a new user. For
each administrative operation supported by the Milan model, the prototype provides a graphical
interface that supports the SO in performing the administrative operation. For instance, new
authorisations can be entered into the AB using the screen shown in Figure 6. In this screen the SO
enters general information on the new authorisation, such as the sign and the privilege of the
authorisation, the type of its credential specification (that is, whether it is a set of user identifiers or
a credential expression) and the type of the entity specification. After this preliminary information
Is entered, the SO must specify both the credential and the entity specification of the new
authorisation. These operations are performed using a graphical interface that dynamically changes
according to the type of credential and entity specification that must be entered.

Moreover, the prototype provides graphical tools to define and update the credential-type
hierarchy and to structure dlos into slots. Similar functions are provided to insert/delete a link in a
dlo.
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Figure 6: Authorisation specification in the Milan model prototype

8 Conclusions

In this deliverable we described the Milan model, a content-based access control mechanism for
Digital Libraries (DL), supporting the PICS standard.

In the GLIN framework, the Milan model dealt with mere textual documents. All the same, the
Milan model naturally extends to other media, since it is based on concepts associated with objects.
In particular, our access control model can be coupled with any system able to associate information
in form of concepts to different media objects, such as systems supporting metadata information [7].
Moreover, the Milan model can be intended as a core mechanism by which many protection
policies can be enforced.

As we dready said in the introduction of this deliverable, the Milan model will be used in the
filtering component of the EUFORBIA prototype, in parallel with direct utilisation of NKRL
EUFORBIA labels.

The concepts to be used as input to the Milan module will be extracted from the EUFORBIA
labels represented in NKRL format. To do this, a set of generalised ‘if-then’ rules will analyse the
fillers of some NKRL roles like OBJ(ect), TOPIC or CONTEXT according to the ‘genera
meaning’ expressed by the label (or set of labels) a hand. Note that the concepts utilised by the
Milan model are, obvioudly, those pertaining to the H_CLASS hierarchy of NKRL.
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In order to use the Milan model in the framework of the EUFORBIA project we need to
rewrite the Milan module in Java;

contribute to adapt H_CLASS to the EUFORBIA context, verifying in particular that the new
concepts added are suitable for use in the Milan model;

develop a graphical tool for specifying filtering rules.
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Appendix

Table 4 ligts, for the convenience of the reader, the symbols more frequently used in this deliverable
and reports a brief explanation of their meaning.

Symbol Meaning

O1,L1,CT,CI a set of object, link, credential-type, credential identifiers
SN, CP, AN, LB a set of dot, concept, attribute names and labels

asEX, LC a set of conceptual expressions and label conditions

T a set of types

vV the set of legal vauesfor typesin 7~

C(dlo), Cat(dlo)

the set of concepts and label categories characterising
object dlo

<cp, <¢7h <p

the conceptual, credential-type, and privilege hierarchy

08,C8B, AB the object, credential base, authorisation base

A(ct) the set of attributes of instances of the credential-type ct

a(v) the value of attribute a

CT(u) the set of credential types characterising user u

CcE the set of credential expressions

Denotes(ce) the set of user identifiers denoted by the credentia
expression ce

Undef(ce) the identifiers of the users that do not satisfy ce because
of null valuesin their credentials

C types(ce) the set of credential typesin the credential expression ce

Concepty(cx) the set of concepts appearing in the boolean expression of
concepts cx

Categories(Ic) the set of categories appearing in the label condition Ic

Obj_c(cx) the identifiers of the objects whose associated concepts
satisfy the conceptual expression cx

Obj_I(lc) the identifiers of the objects whose associated labels
satisfy the label condition Ic

Ua the set of users to which authorisation A applies

Oa the IDs of the objects to which authorisation A applies

crd-spec(A) > crd-spec(Ay)

the credential specification of authorisation A; is stronger
than the credential specification of authorisation A, wrt
user u

ent - spec( A1) >goent - spec(Ap)

the entity specification in authorisation A; is stronger thar
the entity specification in authorisation A, wrt object dlo

A1 >udio A2 authorisation A; is stronger than authorisation A, wrt user
u and object dlo

O wudop)(AB) the projection of the authorisation base AB wrt the access
request (u,dlo,p)

VP (dlo) the view of user u on object dlo wrt privilege p

Table 4: Notation and terminology
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